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News release

3 April, 2007

SECCONDD Stakeholder Workshop

The European Commission Preparatory Action for Security Research (2005) Supporting Activity
SECure CONtainer Data Device standardisation (SECCONDD) will hold a workshop for interested
stakeholders on Tuesday 8" May 2007, at the CEN Meeting Centre in Brussels . CEN is the European
Committee for Standardization: more information is available at www.cen.eu

The aim of SECCONDD is to initiate the international standardisation of the technical interface
between a secure container or vehicle and a data reader at a port or border crossing. The interface
should enable authorised law enforcement and trade officials to read security data, including stored
information from internal security and location sensors. It will thus be possible for them to determine
where the container or vehicle has been, whether items (e.g. explosive devices) or people may have
been inserted en route, and whether there may be hazardous items within it. Secondary purposes are
to interface to a cargo tracking system and to provide data for automated cargo handling systems.

The interface will be specified in such a way that it:

* employs radio frequencies which can be used worldwide;

* can be read rapidly and at a range consistent with port operations;

* has authentication and data protection features;

* has optional data fields to support new sensors;

* can be implemented in a device with low cost, small size and low power consumption.

SECCONDD is expected to produce a set of unbiased, open, technical standards that can be utilised
as inputs by the International Standards Organisation for future secure container standardisation
activities.

Further details of the project can be found at:

http://ec.europa.eu/enterprise/security/doc/project_flyers/766-06 seccondd.pdf

This workshop is aimed at all stakeholders involved in secure containers and vehicles and will enable
all participants to learn about the work of SECCONDD, to provide their feedback and express opinions
in an open forum. A white paper providing an overview of the proposed SECCONDD technical
standards is available on request.

If you wish to consider attending the workshop, please send an email (with subject “SECCONDD
Workshop”) to the project co-ordinator (Thales Research & Technology UK Ltd) at
SECCONDD.trtuk@thalesgroup.com and a copy of the white paper, a full agenda and registration
form will be sent to you. Registration for the event will close on 1* May 2007.

Note to Editors:

Cotecna was granted funding by the European Commission as a member of the SECCONDD
Consortium. For more information see Cotecna’s press release of June 29, 2006.
http://www.cotecna.ch/COM/EN/latest _news.aspx

Attachment: SECCONDD White paper
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Abstract

The aim of SECCONDD is to initiate the international standardisation of the technical
interface between a secure container or vehicle and a data reader at a port or border
crossing. The interface will enable law enforcement and trade officials to read security
data, including stored information from internal security and location sensors. It will thus
be possible for them to determine where the container or vehicle has been, whether
items (e.g. explosive devices) or people may have been inserted en route, and whether
there may be hazardous items within it. Secondary purposes are to interface to a cargo
tracking system and to provide data for automated cargo handling systems.

The interface has been specified in such a way that it:
e employs radio frequencies which can be used worldwide;
can be read rapidly and at a range consistent with port operations;
has authentication and data protection features;
has optional data fields to support new sensors;
can be implemented in a device with low cost, small size and low power
consumption.

The interfaces recommended by SECCONDD will play a vital role in facilitating the use
of security systems within lorries and containers to counter threats like theft and
smuggling. Use of standardised interfaces will stimulate the development and
deployment of lorry and container security systems.

This white paper provides an overview of the work of SECCONDD and an introduction
to the proposed standards.
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The Need

Cargo movements in containers and lorries are subject to threats from both terrorist
organisations and organised and petty criminals, in particular threats of smuggling and of theft.

As regards smuggling, the vast number of containers and lorries crossing international borders
makes physical searching of each one impracticable, and X ray and other scanners have
problems in detecting relatively small quantities of contraband material if hidden amongst
many tons of innocuous material. Ways to detect that the container has been opened or
broken into would provide additional security and be an additional tool to identify
consignments that may be of interest to Law Enforcement.

Concerning theft, it is relatively easy to break into a container. Reporting such an event quickly
and identifying its location would enable authorities to take prompt remedial action.

The Goods Data Device

A technology that can help reduce such threats against containers and lorries is the use of
internal security. Internal security would consist in placing within the lorry or container a
number of sensors, a data system, a clock, a positioning system, a power source and
communications facilities. Much of this functionality will reside in a Goods Data Device (GDD).

To control
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(e.g. battery) GPS/Galileo communications | -
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Internal > Protection and
Data store [« .
sensors > authentication
Goods Data
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Sensors detect some or all of: (0 —100m)
Door opening, hole cutting,
External shock, temperature, humidity,

sensors chemical or radiological
substance, CO2, light, movement

The GDD will hold the security status of the container, and its security history (e.g. where it
has been and when, and when and where its doors were opened). The GDD will also contain
data about the consignment, which will be entered at the time of loading or dispatch.

The Study

The main purpose of SECCONDD is to define a suitable interface standard between the GDD
and the control centre and local interrogator. An essential part of the work has been the study
and analysis of the threat scenarios related to the supply chain. The project has studied the
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realities of the supply chain, in terms of standard processes, the environment and existing
technologies, and ways in which technology may be constrained.

Our study has concluded that a Goods Data Device (GDD) can mitigate the primary threats,
although it cannot do this in isolation. It needs to be used as part of a comprehensive supply
chain security approach. The design and operation of the GDD is intended to complement
existing and future supply chain processes and not to replace them.

A GDD is potentially vulnerable to secondary threats that occur as a result of its use, e.g.
corruption of data. Mitigation of the secondary threats requires careful attention to the security
design of the GDD and its interfaces, coupled with suitable procedures for its use.

The realities of the supply chain impose requirements on the GDD such as speed of response
and communications range to ensure that no unacceptable delays are introduced. Similarly,
the GDD needs to operate over a wide range of environmental conditions, and this affects its
design. This in turn influences the range of suitable interface designs that can be proposed.

Short range communication capabilities are required to allow interrogation of the GDD in port /
land border environments using GDD interrogators (fixed / hand held). Long-range
communication links to a control centre can offer significant advantages in tracking containers
and lorries. In order to enable close to real time tracking of the container or lorry during its
journey, the GDD will have GPS / Galileo capabilities.

Taking account of the above requirements we have also studied the data elements to be
stored in the GDD, and in keeping with the view that the GDD should support rather than
replace existing systems and processes, minimal consignment data will be stored on the GDD.
The consignment data stored on the GDD will consist mainly of ‘identification data’, such as
the container number, seal number, UCR number. In addition fields will exist for gross weight,
dangerous goods code and goods description. Some of these fields will be compulsory, but
others will be optional.

The GDD will also receive data readings from the various sensors to which it is connected.
These sensors will be programmed to periodically transmit data to the GDD for storage and
onward transmission using either short range or long range communications. Sensors that are
used in containers are divided into two classes:

i) Sensors that continuously monitor quantities, such as temperature sensors, and
may be used to generate event data, e.g. if temperature of the goods exceeds a
user specified threshold

i) Sensors that intrinsically generate event data, e.g. door opening sensors

In order to protect the data held on the GDD, strict policies will be in place governing the entry,
initialisation and archiving of the data.

Whilst the SECCONDD scope does not cover the transportation of air cargo containers, the
proposal for land / sea travelling containers can be easily adapted to air travel.

The journey

Use of the GDD over a typical container or lorry journey is as follows:

1) When the container or lorry is ready for dispatch, the data is loaded onto the GDD through
the GDD interrogator and a Goods Identity Number (GIN) will be generated. The GIN
(unique and private access code) will need to be sent by a secure channel (e.g. over a
secure internet link) to the container’s final destination, and if required also to the owner of
the goods. The GDD will then be “armed” such that any subsequent door openings cause
an alarm condition. (The GDD can only be disarmed by the same GIN being entered).
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2) Optionally, by using its long range radio link, the GDD can send information to a control
centre which keeps track of the container/lorry’s location and security status in real time or
near real time. For example:

a) The GDD will send the current location of the container/lorry periodically, e.g. once a
day

b) The GDD will send a message whenever its security status changes, e.g. the doors
have been opened, the temperature has risen above / below predefined limits so
compromising the quality of the goods

The control centre can then send information about the container/lorry’s location and status to
its final destination or the shipment owner either periodically or upon request.
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3) When the container or lorry arrives at a port or border crossing point, the GDD data can be
interrogated by a law enforcement agency, or by a trade, port or transport organisation,
over a short range (typically 10m) radio link. The law enforcement agency will usually want
to know about the container/lorry’s security status, whereas the port or transport
organisation may want to know about any dangerous goods it is carrying.

4) Finally the GDD can be read at the container/lorry’s final destination to know:
i) Whether its doors have been opened, gross weight has changed, or door seals

have been changed on the journey. All of these might indicate attempts at theft,
smuggling or contamination of goods

i) Whether it was subject to a large shock on its journey which might have damaged
the goods
iii) The route it had taken, and whether it had been held up excessively at any point

Throughout the journey, the time and location of events like door openings, large shocks or
long periods without moving will be recorded, so that responsibilities for such events can be
ascertained, e.g. for criminal investigations or insurance claims.
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The

tion

interfaces

The interfaces between the GDD and its interrogator (over a short range link), and between
the GDD and a control centre (over a long range link), are being standardised by
SECCONDD. The SECCONDD project is working initially with CEN with a view to working
subsequently with ISO to develop a worldwide standardised interface. SECCONDD wiill finish

in June

2007 and standardisation work will start after that.

The SECCONDD interface will have the following layers:

a) An application layer which will contain a set of flexible data formats, and a set of message
sequences, for:

GDD

Time

Loading data about the consignment into the GDD

Arming the GDD, and disarming it at the end of its journey

Interrogating the GDD about its security status and history (with selective access to
GDD data according to the status of the interrogator and the availability of the GIN)
Reporting location and security status to a control centre

GDD
Interrogator
GDD authentication
GDD ID and version no --------- >
Ermmme Interrogator user and number

Trade interrogation
- GIN

- Data required (Current journey data, or time period
over which archive data is required)

GDD information for trade:
- Transaction ID
- Sensors present
- Equipment type and number
- Unique Consignment Reference
- Seal number(s) optional
- Sealing date/time and location
- Good description/tariff code optional
- Dangerous goods code optional
- Planned countries of routing optional
- Actual route taken
- Gross weight optional
- User defined sensor thresholds and settings
- Event data for journey (including date/time
and location of events)
- Battery condition (OK or low)
- Alarm status (including event date/time and location)
- Sensor status
- User and number of interrogator performing last read/write \j
- Current date and time as recorded by GDD Time

b) A protection and authentication layer which will:

Enable the GDD to be authenticated as being a genuine device

Encrypt the data over the radio link

Confirm that the GDD data has not been corrupted in transit

Enable the GDD interrogator used by a law enforcement agency to be authenticated
as being a genuine device held by a genuine agency

Prevent GDD data being deleted to hide a security violation

c) A combined transport, network and data link layer which will:

Ensure reliable transport of data between the GDD and its interrogator
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e Enable several GDDs and interrogators to work in parallel even if within radio range of
each other
e Search for a low interference radio channel on which to communicate

d) Physical layer
e For short range links, this will be based on IEEE 802.15.4 (the lower layers of the
Zigbee standard)
e For long range links, this will use GSM/GPRS

This interface:

e Employs radio frequencies which can be used almost anywhere in the world

e Enables GDD data to be read rapidly and reliably and at a range consistent with port
operations

e Has authentication and data protection features which make it virtually impossible to
spoof the system

e Has a flexible data structure to support new sensors

e Can be implemented in a device with low cost, small size and low power consumption

The future

The interfaces recommended by SECCONDD will play a vital role in facilitating the use of
security systems within lorries and containers to counter threats like theft and smuggling. Use
of standardised interfaces will stimulate the development and deployment of lorry and
container security systems.
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THE INFORMATION IN THIS DOCUMENT IS SUPPLIED "AS IS" WITHOUT ANY EXPRESS OR IMPLIED WARRANTY WITH RESPECT TO THE ACCURACY, COMPLETENESS, OR USEFULNESS OF ITS
INFORMATION AND IN PARTICULAR WITHOUT ANY WARRANTY AS TO FITNESS OF SUCH INFORMATION FOR THE INTENDED PURPOSE.

THALES NOR ANY PERSON ACTING ON ITS BEHALF:-
A) MAKES ANY WARRANTY OR REPRESENTATION, EXPRESS OR IMPLIED, THAT THE USE OF THE INFORMATION IN THIS DOCUMENT MAY NOT INFRINGE THIRD PARTY RIGHTS;

OR
B) ASSUMES ANY LIABILITIES, WHETHER IN CONTRACT, TORT (INCLUDING NEGLIGENCE) OR OTHERWISE, WITH RESPECT TO THE USE OF, OR FOR DAMAGES RESULTING FROM THE USE
OF ANY INFORMATION IN THIS DOCUMENT.

NO RIGHT OR LICENCE IS GRANTED TO THE RECIPIENT IN RELATION TO ANY INFORMATION IN THIS DOCUMENT.
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